Amendments to the Abstract: 


Please replace the original Abstract on page 54 with the following 
rewritten Abstract: 

— A digital image (27) is taken by a digital 
camera (12) and a serial number (22) is associated 
with the digital image. The digital image is 
encrypted by the camera using a camera key (20) to 
form an encrypted image (28) The encrypted image 
is then communicated to an authentication center 
(14) . The authentication center associates the 
encrypted image with the serial number identifying 
the camera and an encrypted camera key (50) . At a 
later time, a digital image is sent by a verifying 
entity (16) to the authorization center to determine if 
the digital image has been altered. The authorization 
center then decrypts the encrypted image, 
compares the digital image to the decrypted 
encrypted image and reports the result to the 
verifying entity. Also, the digital image is 
encrypted. The — digital — imago — ir-s — partitioned — into 
a-fe — loaot — one — partition . — A P bo3c io applied to each 
partition . — A firot — and — occond — S — box — arc — applied 
&e — each partition. — The — encrypted image io generated 
baaed the P box, — the firot C box — and — the — g ccond — & 
box . The authentication center decrypts the 
digital image. The encrypted digital — image — is 
decrypted by determining at lcaot one partition baoed on the 
encrypted digital — image . — At — lcaot — e**e — tra j octory 
aooociatcd with the encrypted image io 
rccono true tod . — A revcroc C2 box, — a revcroc CI box 
and a revcroe P box arc applied to the partitiono. 
The original digital — image io generated based on 
the — firot revcroc C box, — the oecond rcver3C G box 
and the revcroc P box. 
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